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Personal information Personal information 
(credit cards, bank (credit cards, bank 

account numbers) is account numbers) is 
commoditized and commoditized and 

tradedtraded

Cybercrime is Big BusinessCybercrime is Big Business

Internet Era 

ñBig Wormsò

Motivation: damage

Target: PC, Server

19951995ïï20032003

OS, DB attacks

Spyware, Spam

Motivation: $

Target: PC

2004+2004+

Web-based attacks

Social engineering

Motivation: $$$$

Target: Personal data

2006+2006+

Source: U.S. Government Accountability Office (GAO), FBI

Cost of U.S. 
cybercrime =   
More than $100B
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SDL Pro Network Member

άwŜǘǳǊƴ-on-LƴǾŜǎǘƳŜƴǘ 9Ǿŀƭǳŀǘƛƻƴ ƻŦ {ǘǊǳŎǘǳǊŜŘ {ŜŎǳǊƛǘȅέ

Key points:
There is no silver bullet

A structured approach brings predictability

Finding problems earlier drives down cost to remediate
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Design

1 X

Development

Static 
Analysis

6.5X

Testing

Integration 
Testing

System/Acceptance
Testing

15X

Deployment

Application
In the Field

100X

Source:  IDC and IBM Systems Sciences Institute
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0%

10%

20%

70%

Design Implementation Verification (pre release) Operations (post release)

% OF ENTERPRISES PERFORMING SECURITY 
TESTING

Security in Development is Still NascentSecurity in Development is Still Nascent

Source: Gartner 2007

ÁReduced customer risk: improve customer experience and loyalty 

ÁReduced cost of ownership: less costly and hard to manage patches

ÁReduced cost of development: eliminating problems in the design 

phase may cost up to 30X less than fixing them post release (NIST)

Release

Goal: Integrate security & privacy into software development
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Why the 

*&(^%$ 

do I need 

security?
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SecuritySecurity PrivacyPrivacy ReliabilityReliability
BusinessBusiness

PracticesPractices

Secure Secure 
against attacksagainst attacks

Protects Protects 
confidentiality, confidentiality, 
integrity & availability integrity & availability 
of data & systemsof data & systems

ManageableManageable

Protects from Protects from 
unwanted unwanted 
communication communication 

Controls for Controls for 
informational privacyinformational privacy

Products, online Products, online 
services adhere to fair services adhere to fair 
information principlesinformation principles

Dependable, AvailableDependable, Available

Predictable, Predictable, 
consistent consistent 
responsive serviceresponsive service

Maintainable Maintainable 

Resilient, works Resilient, works 
despite changesdespite changes

Recoverable, Recoverable, 
easily restoredeasily restored

Proven, readyProven, ready

Commitment to Commitment to 
customercustomer--centric centric 
InteroperabilityInteroperability

Recognized Recognized 
industry leader, industry leader, 
worldworld--class partner class partner 

Open, transparent  Open, transparent  

Launched in January 2002Launched in January 2002

A Microsoft companyA Microsoft company--wide mandatewide mandate

Intrinsic to Common Engineering Criteria & product lifecyclesIntrinsic to Common Engineering Criteria & product lifecycles

Key consideration when designing product featuresKey consideration when designing product features

Trustworthy ComputingTrustworthy ComputingTrustworthy ComputingTrustworthy Computing
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Vulnerability Research Moving Beyond Vulnerability Research Moving Beyond MicrosoftMicrosoft

4,2%

3,7%

2,5%

H107 2007 H108

MICROSOFT'S SHARE OF TOTAL DISCLOSED

VULNERABILITIES

ñWhy try to chase a difficult overflow out of Vista when you have 

Acrobat Reader installed, some antivirus software with shoddy 

file parsing, and the latest iTunes?ò

Halvar Flake
Security Researcher

Microsoft BlueHat Conference
September 2007

Sources: IBM X-Force  2007, 2008  Security 

Report

#1
#1
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Source:  Microsoft Windows Vista One Year Vulnerability Report by Jeff Jones

Before SDLBefore SDL After SDLAfter SDL

45% reduction in Vulnerabilities45% reduction in Vulnerabilities

119119

6666

Windows XPWindows XP Windows VistaWindows Vista

TOTAL VULNERABILITIES ONE YEAR AFTER RELEASE

Microsoft SDL and Windows

http://blogs.technet.com/security/archive/2007/11/30/download-internet-explorer-and-firefox-vulnerability-analysis.aspx
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Microsoft SDL and SQL ServerMicrosoft SDL and SQL Server

Source: Jeff Jones  Microsoft  TechNet Security Blog

Before SDLBefore SDL After SDLAfter SDL

91% reduction in Vulnerabilities91% reduction in Vulnerabilities

TTOTALOTALVVULNERABILITIESULNERABILITIESDDISCLOSEDISCLOSED36 M36 MONTHSONTHSAAFTERFTERRRELEASEELEASE

http://blogs.technet.com/security/archive/2007/11/30/download-internet-explorer-and-firefox-vulnerability-analysis.aspx
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~60%~60%are in web applicationsare in web applications

Only ~14% Only ~14% are from top 5 ISVsare from top 5 ISVs
Source:  IBM X-Force 2007  Security Report

480480
20932093

578578

40694069

504504

60996099

VULNERABILITIES
Major Operating Systems versus Application 

Layer

20042004 20052005 20062006 20042004 20052005 20062006

Operating SystemsOperating Systems ApplicationsApplications

Source:  Microsoft Security Intelligence Report  2007

Attacks Moving ñUp The Stackòand Into the Long Tail
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Applications are Under AttackApplications are Under Attack

Source: Microsoft Security 
Intelligence Report  V6
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PPERCENTERCENT OFOF VVULNERABILITYULNERABILITY DDISCLOSURESISCLOSURES
Operating System versus Browser and Application 

Vulnerabilities

OS vulns Browser vulns Application vulns
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ÀSources: 1. ñWindows Vista One Year Vulnerability Reportò, Microsoft Corp., Jan 15, 2008; 2. ñBrowser Vulnerability Analysis Of Internet Explorer 

& Firefoxò, Microsoft Corp., Nov 27, 2007; 3. ñWhich database is more secure? Oracle vs. Microsoftò, David Litchfield, NGS Software, Nov 21, 2006  

Items 1 & 2 available at: http://blogs.technet.com/security/. Item 3 available at:  http://www.databasesecurity.com/dbsec

òMicrosoftõs Trustworthy Computing initiative is perhaps the most advanced and òMicrosoftõs Trustworthy Computing initiative is perhaps the most advanced and 

comprehensive application security program in the industry.ó comprehensive application security program in the industry.ó 

Chenxi Wang, Chenxi Wang, Ph.DPh.D, Principal Analyst, Principal Analyst

òManaging òManaging Application Security From Beginning To Application Security From Beginning To End,ó Forrester End,ó Forrester Research, Inc., August Research, Inc., August 14, 200714, 2007

òé we òé we actually consider Microsoft to be leading the software [industry] now in actually consider Microsoft to be leading the software [industry] now in 

improvements in their security development life improvements in their security development life cycle éó  cycle éó  

John Pescatore, Vice President and Distinguished Analyst, Gartner, John Pescatore, Vice President and Distinguished Analyst, Gartner, Inc.Inc.
òIs Windows Safer?ó òIs Windows Safer?ó CRNCRN, February 10, 2006, February 10, 2006

Security Development Lifecycle (SDL) has significantly lowered vulnerabilities Security Development Lifecycle (SDL) has significantly lowered vulnerabilities 

ExamplesExamplesÀÀ::

ÅÅWindows Vista Windows Vista vsvs Windows XP:  reported Windows XP:  reported Year Year 1 vulnerabilities 1 vulnerabilities -- reduced 45reduced 45%%

ÅÅWindows Internet Explorer v7.0 Windows Internet Explorer v7.0 vsvs v6.0: reported Year 1 vulnerabilities v6.0: reported Year 1 vulnerabilities ððreducedreduced 5353%%

ÅÅYear 1 Patch Events: Windows XP Year 1 Patch Events: Windows XP ðð2626, Windows Vista , Windows Vista ðð99

ÅÅSQL Server 2005 reported SQL Server 2005 reported Year 1 vulnerabilities Year 1 vulnerabilities -- 00
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The Microsoft The Microsoft SDLSDL

TrainingTraining

Core trainingCore training

RequireRequire --

mentsments

Analyze security Analyze security 
and privacy risk and privacy risk 

Define quality Define quality 
gatesgates

DesignDesign

Threat modelingThreat modeling

Attack surface Attack surface 
analysisanalysis

ImplemenImplemen --

tationtation

Specify toolsSpecify tools

Enforce banned Enforce banned 
functions functions 

Static analysisStatic analysis

VerificationVerification

Dynamic/Fuzz Dynamic/Fuzz 
testing testing 

Verify threat Verify threat 
models/attack models/attack 
surfacesurface

ReleaseRelease

Response planResponse plan

Final security Final security 
reviewreview

Release archiveRelease archive

ResponseResponse

Response Response 
executionexecution

Executive commitment Executive commitment ĄĄ SDL a mandatory policy at Microsoft since 2004SDL a mandatory policy at Microsoft since 2004

Technology and ProcessTechnology and ProcessEducationEducation Accountability Accountability 

Ongoing Process Improvements Ongoing Process Improvements ĄĄ 6 month cycle6 month cycle

Helping to protect customers by:

Reducing the and of software vulnerabilities before
release.

#2



Trustworthy Computing

SDL SDL ïïOngoing Commitment to Enable Ongoing Commitment to Enable 
Security & Privacy FundamentalsSecurity & Privacy Fundamentals

TwC TwC 
memomemo

Security push for Security push for 
major productsmajor products

SDL @ 

Microsoft

SDL SDL 
WhitepaperWhitepaper

SDL BookSDL Book

Privacy Privacy 
GuidelinesGuidelines

SDL Process  SDL Process  
GuidanceGuidance

ÅÅSDL Optimization SDL Optimization 
ModelModel
ÅÅSDL Pro NetworkSDL Pro Network
ÅÅSDL Threat Modeling SDL Threat Modeling 

ToolTool

SDL for the 

Ecosystem

SDL v.2

SDL v.3, v.4

SDL v.1

SDL mandatory for all SDL mandatory for all 
packaged SW with packaged SW with 

meaningful risk meaningful risk 

ÅÅPrivacy requirements Privacy requirements 
ÅÅOnline servicesOnline services

requirementsrequirements

ÅÅSDL Process SDL Process 
TemplateTemplate
ÅÅSDL 4.1 SDL 4.1 

DocumentationDocumentation
ÅÅExpanded Pro Expanded Pro 

NetworkNetwork

ÅÅBinScopeBinScope
ÅÅMiniFuzzMiniFuzz
ÅÅSDL Process SDL Process 

Template Template 
customizationcustomization
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aƛŎǊƻǎƻŦǘΩǎ {ŜŎǳǊƛǘȅ aƛŎǊƻǎƻŦǘΩǎ {ŜŎǳǊƛǘȅ 
Development LifecycleDevelopment Lifecycle

At 6:00 a.m. PT on September 16, Microsoft has 
made the following tools and guidance available at 
no cost onthe SDL Tools Repositoryand the 
Microsoft Download Center:

Tool: MicrosoftBinScope Binary Analyzer

Tool: MicrosoftMiniFuzz File Fuzzer

Paper: άaŀƴǳŀƭ LƴǘŜƎǊŀǘƛƻƴ ƻŦ ǘƘŜ {5[ tǊƻŎŜǎǎ ¢ŜƳǇƭŀǘŜέ

http://go.microsoft.com/?linkid=9681360
http://go.microsoft.com/?linkid=9678112
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ñI+4Aò

SDL andSDL and

SD3SD3

DefenseDefense

in Depthin Depth

ThreatThreat

MitigationMitigation

Trusted HardwareTrusted Hardware

SecureSecure

FoundationFoundation

Core Security Core Security 

ComponentsComponents

Identity Claims

Authentication

Authorization

Access Control Mechanisms

Audit

Trusted PeopleTrusted PeopleTrustedTrusted

StackStack

Trusted DataTrusted Data

Trusted SoftwareTrusted Software

Integrated ProtectionIntegrated Protection


