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Cybercrime Is Big Business
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COSt Of US Personal information
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Cybercrlme = account numbers) is

commoditized and

More than $100B traded

Source: U.S. Government Accountability Office (GAO), FBI

#5



Return on Investment
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Key points:

Detection

B There is no silver bullet
B A structured approach brings predictability
B Finding problems earlier drives down cost to remediate



The Asymptotic Cost of Fixing Security Defects 100X
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Source:IDC and IBM Systems Sciences Institute Trustworthy Computing



Security in Development is Still Nascent

% OF ENTERPRISES PERFORMING SECURITY
TESTING |

70%

______________________________________________________

10%
0% [ ‘ I

Design Implementation Verification (pre release) Operations (post release)

Reiease Source: Gartner 2007

Goal: Integrate security & privacy into software development

AReduced customer risk: improve customer experience and loyalty
AReduced cost of ownership: less costly and hard to manage patches
AReduced cost of development: eliminating problems in the design

phase may cost up to 30X less than fixing them post release (NIST)
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Challenges When Implementing Security




Microsoft's Commitment to TwC

Security ' Privacy . Reliability

Business
Practices

@ Secure @ Protects from @ Dependable, Available o Commitment to
against attacks unwanted o Predictable, customer-centric

o Protects communication consistent Interoperability
confidentiality, @ Controls for responsive service 9@ Recognized
integrity & availability informational privacy o Maintainable industry leader,
of data & systems @ Products, online world-class partner

. . @ Resilient, works
@ Manageable services adhere to fair despite changes @ Open, transparent

information principles
P P @ Recoverable,

easily restored
@ Proven, ready

Q
Q
Q
Q




Vulnerability Research Moving Beydvitrosoft

MICROSOFT'S SHARE OF TOTAL DISCLOSED
VULNERABILITIES
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Microsoft SDL and Windows

TOTAL VULNERABILITIES ONE YEAR AFTER RELEASE

' Winclows

Windows XP Windows Vista

45% reduction in Vulnerabilities

Trustworthy Computing
Source: Microsoft Windows Vista One Year Vulnerability Report by Jeff Jones


http://blogs.technet.com/security/archive/2007/11/30/download-internet-explorer-and-firefox-vulnerability-analysis.aspx

Microsoft SDL and SQL Server

TOTALVULNERABILITIEBSCLOSEB6 MONTHSAFTERRELEASE
187

34
[ s
SQL Server 2000 SQL Server 2005 Competing commercial DB

91% reduction in Vulnerabilities

Source: Jeff Jones Microsoft TechNet Security Blog


http://blogs.technet.com/security/archive/2007/11/30/download-internet-explorer-and-firefox-vulnerability-analysis.aspx

Attacks Movi ng andumo thEborgTalit a

VULNERABILITIES
Major Operating Systems versus Application

ource: Microsoft Security Intelligence Report 2007
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Source : IBM X-Force 2007 Security Report #7
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Applications are Under Attack

PERCENT OF VULNERABILITY DISCLOSURES

Operating System versus Browser and Application
Vulnerabilities
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2001

OS vulns
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B Browser vulns

2004 2005

Application vulns

2006

2007

2008

Source: Microsoft Security
Intelligence Report V6



TwC - A Measurable Difference

OMi crosoftods Trustworthy Computing i ni
comprehensive application security prodg

Chenxi Wang, Ph.D, Principal Analyst
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0 € watually consider Microsoft to be leading the software [industry] now in
improvements in their security developmentlife cycl e €0

John Pescatore, Vice President and Distinguished Analyst, Gartner, Inc.
o0l s Wi ndo WRNFRBrdary 10?2006

ceuanity bevelopment Lifecycle (SD as signiticantly lowered vulnerabilities
Examplest
AWindows Vista vs Windows XP: reported Year 1 vulnerabilities - reduced 45%
AWindows Internet Explorer v7.0 vs v6.0: reported Year 1 vulnerabilities dreduced 53%
AYear 1 Patch Events: Windows XP&26, Windows Vista &9

A SQL Server 2005 reportedYear 1 vulnerabilities - 0



The MicrosofSDL

number severity

Executive commitment A SDL a mandatory policy at Microsoft since 2004
A

[ \
‘ . s Require - ‘ . ’ Im Iemen-‘ . ‘ ‘/
‘ @ Core training ‘ @ Analyze securit ‘ @ Threat modeling ‘ @ Specify tools ‘ @ Dynamic/Fuzz ‘ @ Response plan @ Response

and privacy risk @ Attack surface @ Enforce bannea testing @ Final security execution
@ Define quality analysis functions @ Verify threat review
gates @ Static analysis models/attack @ Release archive
surface
| J \ ) \ J
Y | Y
Education Technology and Process Accountability

Ongoing Process Improvements A 6 month cycle g



SDL 1 Ongoing Commitment to Enable
Security & Privacy Fundamentals

SDL v.3,.\:4
SDL @ l

Microsoft SDL v.9

SDL v.1
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At 6:00 a.m. PT o September 16, Microsoft has

made the following tools and guidance available at
no cost onthe and the

Microsoft

B Tool:MicrosoftBinScope Binary Analyzer
B Tool:MicrosoftMiniFuzz File Fuzzer
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http://go.microsoft.com/?linkid=9681360
http://go.microsoft.com/?linkid=9678112

Building a Trusted Stack

ldentity Claims
Authentication

Authorization F +4A0
Access Control Mechanisms

)l omputing



